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Abstract: Existing researchers use threat modeling and security analysis system to evaluate and predict SDN (soft-
ware defined network) security threats, but this method does not consider the vulnerability utilization of SDN con-
troller and the location of devices in the network, so the security evaluation is not accurate. In order to solve the
above problems, according to the probability of device vulnerability utilization and device criticality, combined with
PageRank algorithm, a algorithm to calculate the importance of each device in SDN was designed; according to SDN
attack graph and Bayesian theory, a method to measure the success probability of device being attacked was designed.

On this basis, a SDN security prediction method based on Bayesian attack graph was proposed to predict the attack-
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er's attack path. Experimental results show that this method can accurately predict the attacker's attack path and pro-

vide more accurate basis for security defense.

Key words: SDN security prediction, vulnerability utilization probability, attack graph, PR algorithm
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